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LIVE STREAMING TO STRANGERS
The live stream feature on Instagram allows users to
connect with their friends and followers in real-time.

Followers can comment on the video during the broadcast
(which can be turned off in the settings). If your child has
a private account, only their approved followers can see
their story. It Is Important to note that they still may have
followers that they do not know, which means they could
be live streaming to strangers. A public account allows
anybody to view their story. We suggest that your child
goes through their followers list and blocks people they
do not know. An additional risk with live streams is that
your child may do something that they regret. This could
be captured by a viewer taking a screenshot and further
shared around the internet.

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When influencers, celebrities or peers use filters on their
photos or videos on Instagram, it can set unrealistic
expectations of their own appearance and create feelings
of Inadequacy and low self-esteem. Children may try
to strive for a comparable number of likes on their own
photo to an image or video that has been edited heavily.
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REMOVE PAYMENT
METHODS

If you are happy for your child to
have a card associated with their
Instagram account, we suggest
adding a PIN which needs to
be enfered before making a
payment; this will also help prevent
unavuthorized purchases. This can be
added in the payment settings tab.

RESTRICT MESSAGES
If your child’s account is not private,
anybody can message them and
reply to their stories. If they do wish
to keep their account public, we
strongly recommend changing the

that

allows users to share moments with the world. The
app has a live streaming feature and additional
add-ons, such as ‘Boomerang; ‘Hyperlapse’ and

‘Layout; which can be used to enhance their

feed. Users can choose to add filters and make

dj to their ph such as brigh /

contrast. To make their content more ‘searchable)
users can include hashtags in their uploads to

make them easier to find.

Instagram is an image and video sharing ap;

STAGRAM

***NEW FOR MAY 2018***

IN-APP PAYMENTS

Instagram is rolling out in-app payments
for products and services directly through
the app. It will operate under the same rules
as Facebook Payments, which state if you
are under the age of 18, you can only use
Facebook Payments with the involvement of
a parent or guardian.

***NEW FOR MAY 2018***

FILTER INAPROPRIATE
COMMENTS

Instagram announced on 1st May
that they now have an ‘anti-bullying’
filter on the app. The new filter hides

comments containing attacks on a
person’s appearance or character,
as well as threats to a person’s well-
being or health. The filter will also alert
Instagram to repeated problems so
they can take action on the user if
necessary. This is an automatic filter,
but it can be turned off. Make sure this
is turned on in the apps settings.

message reply settings to restrict who

can message them.
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PHOTO / VIDEO SHARING

Posting photos and videos Is Instagram’s biggest selling

point, so with sharing images comes risks. A photo which
includes landmarks in the area, their school uniform,

street name, house and even tagging in the location of

the photo uploaded to Instagram can expose the child’s

location making It easy to locate them. If their account Is
not set to private, anyone can access thelr account and see

their images.

HUJACKED HASHTAGS
Like Twitter, hashtags are also an extremely prominent
tool in Instagram and with that, comes potential risks
for your child.One person may use a seemingly innocent
hashtag with one thing in mind and before you know it,
hundreds of people could be using the same hashtag for
something inappropriate or dangerous that your child
certainly shouldn't be exposed to.

LOCATION TAGGING
Public locations can be added to a users photos/videos
and also to their stories. While this may seem like a good
idea at the time, it can expose your childs location; this is
particularly more of a risk if it is on their story, as it is in
realtime.

TURN OFF SHARING

Even though this feature will not stop
people from taking screenshots, it
will stop others being able to directly
share photos and videos from a
story as a message to another user.
This feature can be turned off in the
settings. We also recommend turning
off the feature which automatically
shares photos and videos from a story
to a Facebook account.

USE A PRIVATE ACCOUNT

By default, any image or video your
child uploads to Instagram is visible
to anyone. A private account means
that you have to approve a request
if somebody wants to follow you and
only people you approve will see

your posts and videos. ( :
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SNAPCHAT

Snapchat is a photo sharing app for
mobile phones and tablets. The app
allows users to share images for a
limited number of seconds, chat with
users before messages disappear, and
share images with their friends list
through a ‘story”

at parents ts need o know about,
Qo SNAPCHAT

SNAP MAP ‘SNAP STREAKS’ ;

ne Contacts

SCREENSHOTS

152017, Snapchst Initroduced a new fasturs While Snapchat’s gimmick is that all
called ‘Sna p; which allows users to see the hotos, videos and text disa r
XACT location of the people on their friends afier a ma ximum of 10 seconds, users

listin real-time and watch storie; around ot or sa 5
d. Users can view a ma a‘Snap Usars may sometimes 'orﬂ et tha
screenshotting is a possibility in the

a) s feature completely ex
<h|ld':’loul|ﬂn and u“rspur\ 'py“g:l’.. v'?)llt)nr

app and send an image
your child from their home to their school. oy trust.

This can put an incredible amount of pressure on
hildren to keep streaks.

SEXTING

Dus to Snaps’ dizappasrig soon after theyra re:elved, (users can even send a one second
photo or video),

or’selfies’ to The shors e of time gives children the confidence to send the
pictures.
Once a photo/video has been screenshotted, this can lead to , such

1

and cyberbullying. I egal to make, possess, download, store and share sexual images,
photos and v rson under the age of 18. This also includes any sexual images, photos

a pe
and videos thata child may have taken of themselves.

However, if a young person is found e police can choose to record
that a crime has beeh committed, but that taking formal action et i the public interest.
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THINK BEFORE YOU SNAP

Ensure that your child knows that‘Snaps’ can be

TURN OFF ‘QUICK ADD’
| she ap Thisis

screenshotted and teach them th-t if they post -nythlng
(either of 4 v
themselves or som.on. -lu) it can have severe recommend that your
‘ s if the lasted -t turns t < dd’ featur -
p - - m——

EDUCATE ABOUT RISKS OF SEXTING

it can be slightly awkward ulldng nbo-n this topic with
your child, but if it helps them mselves, then it
is worth it. Talk to them about the ¢onnqumm of sexting
d make sure that they're aware of the risks prior to com. P 3
using Snapchat. —

RESTRICT WHO CAN VIEW THEIR STORY s o rousNe

Ifyour child s recsiving Inappropriate contant, It Important that

REPORTING INAPPROPRIATE CONTENT
end ~

you report it. First block th.
You can then report this by sending an smail to -aMy@sn.pch.t.
CE! t.

Ensure that ur child knows that ‘Snaps’ ca
Your child can add videos and shotted a y: teach h.m that Il‘thuy pon -nythlng

anyone story. We
recommend that children only have tl--lr close frhnd- and
family on the apj

ENTER‘GHOST”  MODE ON SNAP MAPS

We highly recommend enabling Ghost Mode on the app so that your
I le

right corner. Here, change your settings to ‘Ghost Mode’

DISAPPEARING ILLEGAL CONTENT

by which means every opened

sn-p Imag. or video is .uhmﬂkﬂlly dalmd lf your ¢hlldn
report

Immcdm.ly See ll.portlng |n-ppmprlm Content’above.
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YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer
some of their content via this platform.

arenfs need to know about, @-’w

YouTubes:

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original contentand a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS
On YouTube, ‘challenge videos’ are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
a river and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.
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SHARING VIDEOS AGE-INAPPROPRIATE VIDEOS
As well as watching videos, many children are keen to share their As YouTube is the biggest video sharing website in the
own videos online, emulating their YouTube heroes, such as world, there is content available for all ages, meaning that
Stampy or DanTDM. However, if they post something on YouTube, some content will not be appropriate for your child. If you
they may later regret it or feel embarrassed about what they have think that content is unsuitable, there is a flagging feature
shared. There is also a risk that they will receive hurtful or to submit it for review by YouTube staff, but you will need to
negative comments regarding not only their content, but also be aware that just because video is not appropriate for a
their appearance. YouTube’s comment section is infamous for younger audience, it may not violate YouTube’s policies.
being one of the most opinionated on the Internet. YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
IN-APP MESSAGING slip through.
When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top
right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’icon, they have a
list of suggested people from their contacts - which can be any
contact they’'ve had on Google or somebody who has sent them
an invite link.

Safety %

TURN ON‘RESTRICTED’ MODE
‘Restricted Mode’ is an optional setting you can use to help
screen out potentially mature content you may prefer your

child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop: Mobile:

- Go to the bottom of any - Tap the three vertical
YouTube page and switch dots at the top-right on
‘Restricted Mode’ to 'ON. the screen and press,

« To make it more difficult ‘Settings.
for this to be turned off, Click on ‘Restricted
you will be given the mode filtering!
option to lock restricted Press ‘Restrict.
mode onto your browser.

Please note that you can't ‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history on a
computer, on the right hand menu under the library
section, click History’ On mobiles, the viewing history can
be found by clicking on the ‘Library’ tab.

National Online Safety Ltd
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BLOCKING ACCOUNTS OPT FOR A FAMILY PREMIUM PLAN
When using YouTube, there may be instances where your child A YouTube family Premium plan may be a cost-effective
receives negative comments. If somebody’s giving your childa | option if you have more than one child. For £17.99 a month,
cult time, here’s how to block them and prevent future it allows you to share a YouTube paid membership with up to
Go to their (hdnntllaT(::::sbayn(‘fl:;plg on their name. five other family members - aged 13 and older - living in the
same household. As the account holder, or family manager,

Press ‘Block user”
Tap‘Submit!

Click on ‘About.” 2
Tap the dropdown box with an image of a flag on it. ’ you must create a Google family account.

MANAGING IN-APP MESSAGES
MONITOR WHAT YOUR CHILD IS If your child is accessing YouTube via your account, bear in

mind that they may be contacted by Google contacts who
WATCHING/POSTING are complete strangers to them. You can remove someone
The only way to truly know what your child may have been from the suggested contacts list by pressing and holding the

watching is to regularly mo: » Y 0y
checking their yiewing history. YouTube person'sname and tapping on the red x-

easily downloaded, 5o it is important that your child

understands the associated dangers of content they are

uploading and that it could harm their online reputation in POPULAR YOUTUBE GAMERS

the future. Show them how to set th: videos to There are hundreds of YouTube accounts which show other

choose a small network of YouTubers to share with. people playing and commenting on games. These are called
rted, your n use YouTube Studio which offers i

A " ‘Let’s Play’ videos. WI YouTube can be a great resource for
learning modules on creating a YouTube channel, however, : ik
you should encourage them not to use their real name. hints, tips and news for games, it is a good idea for parents
to keep a close eye on what YouTuber’s are posting. Often,
* * the games they are playing will contain strong language and
NEW FEATURES violence. A few examples of popular YouTube gamers for you
DIGITAL WELLBEING to have a look at are:
YouTube has launched a tool called ‘Time Watched' thatallows =+ Stampy + PopularMMOs
you to see how long has been spent on the platform. Once you = . Yogscast Lewis & Simon - Captainsparklez
have discovered how much time has been spent on the app, - PewDiePie « Jacksepticeye
there is the option to set a time limit. Once the limit is reached, EthanG - LtCorbis
reminder will pop up on the screen. You can also disable + EthanGamer o
sounds and vibrations to help resist the urge to check for - Markiplier - DanTDM
notifications.

y7he-he
om/watchiv=4yekDIb0sBg
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2',?,}{,?20" 7 questions to help you start a conversation

Safety with your child about online safety
¢

#WakeUpWednesday o

Which apps/games are you
using at the moment?

THIS WILL GIVE YOU A G000 OYERYIEW OF THE TYPES OF THINGS YOUR CKILDREN
OING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. RE
TMEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GUOO IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE. EECAUSE REW APPS AND GAMES AR
RELEASED REGULARLY. IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TU
ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DDING.

Which websites do you
enjoy using and why?

AS IN THE TIP ABOVE, ASHING THIS QUESTION WILL ALLOW YOU TO FIND OUT WHAT YOUR

CNILD IS DOING ONLINE. AND ENCOURAGE FOSIYIVE COKVERSATIONS ABOUT THEIR ONLINE
TIVITY. ASH THEM H SITES, AND TAHE AN I ST IN HOW

TNEY CAN USE THEM IN A PDSITIVE WAY LLSD ASHING TNEK T0 SNOVI YDU IF POSSIBLE.

How does thts game/app work?
I play?

9 SHOW A GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
APP WITH THEM., IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINH IS A
DANGER TO THEM. IF THEY ACT LIHE TNEYEDO;( T WIN"T TO SHARE THEIR ACTIVITIES WITH YOU.
UESTION WH

o #ou have any
nline friends? r&’

Al
CKILDREN CAN FONH POSITIVE RELATIONSHIPS WITH PEOPLE ONUNE AND THIS HAS BECOME A\ ‘
MOR IMMON THANHS TO ONLINE MULTI-PLAYER OPTIONS. BU EY MAY NOT FULLY \%

ETWEEN A FRIEND AND A STR‘NCEﬂ VDU COULD MAHE THE
ON M CIFIC T 0, EXAMPLE: "HAYE YOU MET ANYONE ONLINE
THAT VOU LINE TO PLAY GAMES WITH?" THEY MAY NOT WANT TO SHIRE THIS INFORMATION
WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.
[ Do you know where to go for help?

o .

- . ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST. SOME CHILOREN STRUGGLE T0 TALH

Childline USION EMBAR lSSﬂSNT BECAUSE OF THIS THEY

osoounll MAY STRUGGLE TO APPROACH THE NORMAL LE WHO WOULD HELP, SUCH AS \’DU SELF OR A
TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY Cl.ll GO FOR HELP, AND HO'

Q THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE ONLINE.

Do you know what your
personal information is? 0

YOUR CHILO MAY ALREADY HNOW WHAT THEIR PERSONAL INFORMATION IS BUY
THEY MIGHT NOT THINK ABOUT HOW IT CAN BE SHARED. HAVE A CONVERSATIO!
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT YOUR CHILD
IDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS -
INFORMATION SUCH AS THIS CAN SPREAD QUICHLY ONLINE. g:

\;v

Do you know your limits? y

CHILOREN MAY NOT UNDERSTAND THE NEGATIVE IHPM:'I’S OF DEVICE OR GAME ADDICTION. TALH
YO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDIIS TIHE
INLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SC 0 OR IF THE
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD O E)u:oummc
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LINITS WHEN AT HOME.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /nationalonlinesafety Phone - 0800 368 8061



It can be challenging for parents and carers to know

whether children are spending too much time on their
devices. Furthermore, it’s even more of a challenge
to know whether a child is addicted to the internet o

and social media. As technology is becoming more
pervasive, children and young people are experiencing > ~ .
tach - related dependancies. Do we as parents and of parents

v carers have the knowledge to identify and support said they thought the
children and young people who may be developing an children spent too much
addiction to their devices? time in front of screens

SMARTPHONE ADDICTION IT CAN CAUSE SLEEP CONFIDENCE, SUPPORT &
1S A RECOGNISED HEALTH DEPRIVATION ACCEPTANCE
CONDITION 7 out of 10 children said they had missed The Children’s Commissioner report ‘Life in
Children as young as 13 are aftending out on sleep beca eir online Likes', explored how children aged 8-11 are
rehab’ had Using social media foday. It showed that
v sCrasn fime: Theve Gre How hel Caeos school i at children are using their devices 10 speak 1o
in the UK which deal with screen Yor getine siecp ihoy noe. their online friends about their problems and

seoek

an:
face to face interactions.

APPS CAN BE ADDICTIVE LO%ST?'E"‘N;"'E'&EGS; IN
Apps have been designed with ‘psychological may become less inferested In
tricks’ to constantly keep grabbing your anything that does not include their devic:
attention. One example of this is on the app You may notice that your child is missing
- Snapchat, where you can gain ‘streaks’ when school time and gesarl m’:-":’g" lads Snoaged
interacting with your friends. If you don't respond, you : e e e
’ Iose the streak. This addictive nature of apps alms to engage el emcon Ee e e
' children and keep them coming back for more. behaviour change.

National ']6 Ti‘ S
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LIMIT SCREEN TIME LESS TIME MEANS LESS EXPOSURE

In today'’s digital age, technology Is an important ere are many risks associated with devices, such as
art of a child’s development so completely bannin cyberbullying. grooming, sexting. viewing inappropriate
em from their device will mean they are missing ou content efc. Less time spenf on a screen means that a child will
ncluding conversations a com be less exposed to these risks.

MOBILE-FREE MEAL TIMES
Have you tried to settle your child by giving them a tablet at
ce you the dinner table or restaurant? This may seem like a quick fix o
the o to calm them down but in reality. i encouraging them to

y you are implementing a screen limit. There will
be others in your child's friendship group who wili not have S e e A g il con ham Convesation and
screen limits sef and will be sending messages when they do ealing w eir emotions. We suggest removing af

not have access to their phones. technology from the dinner table and having
conversations with your family about how ‘

their day has been.
ENCOURAGE ALTERNATIVE ACTIVITIES ”
It may seem like an obvious solution, but

u
encouraging children to play with their friends, read
a b

[pock. or playing outdoors will help them realise REMOVE DEVICES FROM THEIR BEDROOM

y can have fun without their device. Pla
Setting a rule about removing devices from bedrooms will help
your child to get the sleep they need and be more focussed
the next day at school. 20% of teenagers said that they wake
up to check their social network accounts on their devices.
Even by having a device switched off in their bedroom, they
may be tempted to check for nofifications.

screen time. Try fo join them in their outdoor
activities to show your support.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if
their parents are constantly on their device, they o
will see .
SR >

r . If you ha aske: ‘O Ul
child to not use their device at the table.
make sure you don't. Try sefting house
rules that the whole family abide &
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