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QUESTION 1: LIST ALL THE WAYS CHILDREN CAN GET
ONTO THE INTERNET.

You have just 1 minute to think
of all the ways children can
access the internet.




HOW CHILDREN CAN ACCESS THE INTERNET

* These are statistics [y \
for the most
commonly used
devices which enable [t
children access to
the internet.

Laptop or
netbook

Desktop
computer

Smart TV

Other mobile ¢ ‘\‘




FACTS ABOUT INTERNET USAGE

£ RISE OF THE Just look at how many children
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HOW DO WE KEEP YOUR CHILD SAFE ON-LINE

Stay Safe oniLine

Remember the 5 SMART rules when using the internet and mobile phones.

Internet Safety
Week

@Iﬁs Keep safe by being careful not to give out personal
" information — such as your full name, email address, phone
"~ number, home address, photos or school name — to people you are
chatting with online. Safe searches on
e e the Internet

| 03335 Meeting someone you have only been in touch with online

can be dangerous. Only do so with your parents’ or carers’ permission
and even then only when they can be present. 1

makes you feel uncomfortable or worried, or if you or someone you
know is being bullied online.

Find out more at Childnet’s website ...



Momo is a sinister‘challenge’that has been around fo
once again has come to the attention of schools and
‘suicide killer game; Momo has been heavily linked
YouTube, and most recentlr (and most worryingly).
reportedly sends graphic violentimages, and asks us

waking up at random hours and has even been assoc
that the’Momo'figure was originally createdasas
Tokyo and unrelated to the’‘Momo’ challenge




TELLTHEMIT'S NOT REAL

Just like any urban legend or horror story, the concept
can be quite frightening and distressing for young
people. Whilst this may seem obvious, it's important
for you to reiterate to your child that Momo is not a
real person and cannot directly harm them! Also, tell
your child to not go openly searching for this content
online as it may only cause more distress.

BE PRESENT

It's important for you, as a parent or carer, to be
present while your children are online. This will give
you a greater understanding of what they are doing

on their devices, as well as providing you with the
opportunity to discuss, support and stop certain
activities that your child may be involved in. As the
nature of each task become progressively worse it’s
also important to recognise any changes in your
child’s behaviour.

TALKREGULARLY WITH
YOURCHILD

As well as monitoring your child’s activity, it's
important for you discuss it with them too. Not only
will this give you an understanding of their online
actions, but those honest and frequent conversations
will encourage your child to feel confident to discuss
issues and concerns they may have related to the

DEVICE SETTINGS &
PARENTAL CONTROLS

Ensure that you set up parental controls for your
devices at home. This will help to restrict the types of
content that your child can view, as well as help you to
monitor their activity. In addition to this, it’s vital that
you are aware of your device and account settings to

ensure your child’s utmost safety. For example, on

YouTube you can turn off ‘suggested auto-play’ on

videos to stop your child from viewing content that
they have not directly selected.

PEER PRESSURE

Trends and viral challenges can be tempting for
children to take part in; no matter how dangerous or
scary they seem. Make sure you talk to your child
about how they shouldn’t succomb to peer pressure
and do anything they are not comfortable with, online
or offline. If they are unsure, encourage them to talk to
you or another trusted adult.

REALORHOAX?

As a parent it is natural to feel worried about certain
things you see online that may be harmful to your
child. However, not everthing you see online is true.
Check the validity of the source and be mindful of
what you share as it may only cause more worry.

online world.
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REPORT &BLOCK

You can't always rely on parental controls to block §
distressing or harmful material. People find ways ’ /
around a platform’s algorithm in order to share N/
and promote this type of material. Due to this, we
advise that you flag and report any material you
deem to be inappropriate or harmful as soon as
you come across it. You should also block the
account/content to prevent your child from
viewing it. Also encourage your child to
record/screenshot any content they feel could be
malicious to provide evidence in order to escalate
the issue to the appropriate channels.

FURTHER SUPPORT

Speak to the safeguarding lead within your child’s
school should you have any concerns regarding
your child’s online activity or malicious content

that could affect them.

If your child sees something distressing, it is
important that they know where to go to seek help
and who their trusted adults are. They could also
contact Childline where a trained counsellor will
listen to anything that’s worrying them.

The Childline phone number is
08001111.
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FORTNITE

[ BATTL

ROVALE

\ ﬁFortnite - Battle Royale! is a free to play section of the game\

‘Fortnite. The game sees 100 players dropped on to an
_l island from a‘battle bus, where they have to compete until

E one survivor remains. The last remaining player on the

island wins the game. Players have to find hidden items,
such as weapons, to help them survive longer in the game.

To make the game more challenging, there is an added twist
called ‘the storm’ which reduces the size of the island from
the start of gameplay, bringing the players closer together

in proximity. The game is available on PC, PlayStation 4,

%
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Xbox One, Mac and iOS.
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What paren(s need fo-know about

FORTNITE: BATTLE ROYALE

MICROTRANSACTIONS

Newl¥’featured items are released daily and are only
available to purchase within 24 hours of their release.
These are cosmetic items, called ‘skins, ‘gliders’ and
‘emotes, which change the characters’ appearance, but do
not improve the game play. Once purchased, the player
has full use of these in the future. The designs are
attractive for players to purchase and even celebrities are
endorsing them. Also available to purchase in the game is
a‘Battle Pass, When a new ‘Battle Pass’ is released, users
can take part in a series of challenges, receiving more
rewards (cosmetics) by progressing through different tiers.
Whichever rewards they achieve can then be used in the
game.

IT CAN BE ADDICTIVE

Games can last around 20 minutes but this varies
according to the game. Children may feel angry if they lose
the game and will want to continue playing until they
achieve their desired result. The competitive nature of the
ame may make it difficult for them to stop playin
halfway through as thei#;osit‘;on in the game could be
affected.

HACKER ATTACKS

News site Forbes stated that it had seen “dozens” of online
reports from people who said their accounts had been
compromised by hackers, who had gained access to user’s
accounts in the game and accrued hundreds of pounds in
fraudulent charges.

TALKING TO STRANGERS
DURING SQUAD MODE

Interacting with other players in the ﬁame is part of the
fun as players can communicate with their friends and
other players in the game. Players will benefit from
wearing headphones to hear footst‘enrs from other players
trying to compromise their game. Wearing headphones
makes it difficult for parents to hear what exactly is being
said and children maé/ be exposed to inappropriate
language. Fortnite includes really good reporting features
for players either cheating or misbehaving, and wor

towards having one of the best online gaming
communities.

NO PROOF OF AGE RE(%UIRED |

Signing up to the game is relatively simple. Users have the
option to log in with either their Facebook or Google
accounts or their email address. When signing up with an
email address, no froof of age is required. If your child is
under the age of 12, it is important to check whether your
child has the game downloaded.

TALKING TO STRANGERS |
DURING SQUAD MODE

There are many accounts on Facebook and Twitter which
claim to give away free money (known as ‘V bucks’) for
games which will be transferred to their Xbox Live or PSN
cards. Any giveaway promotion from Fortnite will be in the
game. It is important to check the authenticity of these
accounts before giving away personal information in order
to claim‘V bucks. The websites or accounts may ask you to
share your account name and password in order to claim
the money; if these offers seem too good to be true, they

usually are.
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___ AGE RESTRICTIONS



LIMIT GAME TIME

Parents can use parental controls on Xbox and PC to limit the time a
child is playing games on these devices. Be aware that the game is
available on iOS and will soon be available on all mobiles. With this
in mind, it is worth having a conversation with your child to discuss

and agree how long you would like them to play the games for. Even

though the games last around 20 minutes, it may be difficult to take
them away from a game mid play. It may be worth imposing a limit

on the amount of matches they play rather than a time limit.

PREVENT YOUR CHILD FROM
TALKING TO STRANGERS

There is an option to turn off the voice chat feature, which
means your child wouldn’t be able to talk to anybody,
including their friends. However, they would still be able to
use the in-app chat and hear other people’s conversations. To
turn off voice chat, open the Settings menu in the top right of
the main Fortnite page, then click on the cog icon. Open the
Audio tab at the top of the screen. From there, you can turn
off voice chat.

National

Online
Safety

LOOK OUT FOR VBUCK SCAMS

It is important that your children are aware of the scams that they
may come across online in association with the game. Open up
conversation with them about scams and how they should never
share their username or password with people in order to gain
anything for the game.

RESTRICT PAYMENT METHODS

‘Fortnite: Battle Royale’is a free to play game, but there are
still options to make additional purchases. If you do not
want your child to make payments, ensure your card is not
associated with their account. If you are happy for your
child to make payments in the game, but want to restrict
spending, we suggest using a paysafecard, or a games
console gift card. These can be purchased in specific
amounts, which will allow you to restrict the amount your
child spends and removes the need for a credit/debit card to
be used with their account.

~ e —

— -

SHOW THEM HOW TO MAKE
A REPORT

If your child believes a player is playing or talking
inappropriately, you should advise them to report them. To
report a player, you can use the in-game feedback tool
located in the Main Menu of the game. Additionally, you can
report a player in-game when spectating them.

USE A STRONG PASSWORD

It may seem like a simple tip, but it is important that your child
selects a strong password when creating an account, particularly if
a credit/debit card is associated with the account. This will help
reduce the risk of their account being hacked.

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061

®Top Tips for Parents™ s
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WHAT DANGERS CAN YOU SPOT DURING
HIS VIDEO?

Can you spot five dangers
within this short video?

CBBC Website



https://www.bbc.co.uk/newsround/13908828

N Qt.i ondad ' A whole school community approach to online safety
Online  www.nationalonlinesafety.com

S Gfety Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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Online Safety Guides for Parents and Carers

Here you will find the most up to date guides for social media apps and platforms. Click on the icons below to
find out more information about each app and to download our useful tips to help keep children safe.
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*COMING SOON* Momo Parent’s Guide 7 Questions Poster Age Ratings Parent’s
Online Challenges Guide

Parents Guide

m=

App Store Parent’s Catfishing Parent’s Engaging Parentsin Fake News Parent’s
Guide Guide Online Safety Guide




THANK YOU'!

MR HODGES AND MR COULDREY



